The Fibonacci and the Galois configurations of nonlinear feedback shift registers (NLFSRs) are considered. In the former, the feedback is applied to the input bit of the shift register only. In the latter, the feedback can potentially be applied to every bit. The sufficient conditions for equivalence of NLFSRs in the Fibonacci and the Galois configurations have been formulated previously. The equivalent NLFSRs in different configurations normally have to be initialized to different states to generate the same output sequences. The mapping between the initial states of two equivalent NLFSRs in the Fibonacci and the Galois configurations is derived in this paper.
I. INTRODUCTION
N ONLINEAR feedback shift registers (NLFSRs) are a generalization of linear feedback shift registers (LFSRs) in which the current state is a nonlinear function of the previous state [1] .
LFSRs are one of the most popular devices for generating pseudorandom sequences [2] . They can also be used for performing data/test decompression and test/response compaction [3] . Therefore, LFSR synthesis has drawn a considerable attention through the years. Applications of LFSRs include errordetection and correction, data transmission, data compression, data hiding, white noise generation, Monte Carlo simulation, and cryptography [1] - [4] .
NLFSRs have been much less studied compared to LFSRs. The problem which received the most attention is constructing an NLFSR with the maximum period (see [5] for an excellent overview). The problem of finding a smallest NLFSR which generates a given sequence has also been addressed [6] .
The main application area of NLFSRs at present is cryptography [7] . Although LFSRs can generate pseudorandom sequences with the same uniform statistical distribution of 0's and 1's as in a sequence generated by a truly random method [1] , they are not cryptographically secure. The structure of an -bit LFSR can be easily deduced by observing consecutive bit of Manuscript its sequence [8] . Contrary, an adversary might need bits of a sequence to find an -bit NLFSR which generates it [9] . The pseudorandom sequences generated by NLFSRs are very hard to break with existing cryptanalytic methods [10] , [11] .
Many NLFSR-based stream ciphers have been designed, including Achterbahn [12] , Grain [13] , Dragon [14] , Trivium [15] , VEST [16] , and the cipher [17] . A stream cipher encrypts the information by combining plain text bits with a pseudorandom sequence [18] . The resulting encrypted information can be transformed back into its original form only by an authorized user possessing the secret cryptographic key. At present, NLFSR-based stream ciphers are the most promising candidates for cryptographic primitives for advanced contactless technologies like RFID [19] because they have the smallest hardware footprint of all existing cryptographic systems [20] .
Similarly to LFSRs, an NLFSR can be implemented either in the Fibonacci or in the Galois configuration (see Fig. 1 ). In the former, the feedback is applied to the input bit of the shift register only, while in the latter the feedback can potentially be applied to every bit. The depth of the circuits implementing the feedback functions of the Galois configuration is usually smaller than the depth of the circuit implementing the feedback function of the Fibonacci configuration [21] . This makes the Galois configuration attractive for stream ciphers for which high throughput is very important. For example, by reimplementing the NLFSR-based stream cipher Grain-80 [13] from its original Fibonacci configuration to the Galois configuration, it is possible to double the throughput of the 1 bit/cycle version of Grain-80 with no penalty in area or power [22] .
In [21] , the sufficient conditions for equivalence of NLFSRs in the Fibonacci and the Galois configurations have been formulated. Two equivalent NLFSRs in different configurations normally have to be initialized to different states to generate the same output sequences. The problem of finding the initial state for a Galois NLFSR which matches a given initial state of the equivalent Fibonacci NLFSR is addressed in this paper.
The paper is organized as follows. Section II presents basic definitions and notation used in the paper. Section III gives a summary of previous work. Section IV describes the transformation from the Fibonacci to the Galois configuration of NLFSRs from [21] . In Section V, we derive a property characterizing sequences of states of two equivalent NLFSRs. In Section VI, we show how to compute the initial state for a Galois configuration which matches a given initial state of the equivalent Fibonacci configuration. Section VII concludes the paper and discusses open problems. 0018-9448/$26.00 © 2010 IEEE 
II. PRELIMINARIES
In this section, we describe basic definitions and notation used in the paper.
An NLFSR consists of binary storage elements, called bits. Each bit has an associated state variable which represents the current value of the bit and a feedback function which determines how the value of is updated. For any , depends on and a subset of variables from the set . A state of an NLFSR is a vector of values of its state variables. We use to denote the vector of state variables and to denote a specific state of an -bit NLFSR.
At every clock cycle, the next state of an NLFSR is determined from the current state by updating the values of all bits simultaneously to the values of the corresponding 's.
The period of an NLFSR is the length of the longest cyclic output sequence it produces.
In the Fibonacci configuration of NLFSRs, the feedback can be applied from any bit to the th bit, as shown in Fig. 1 (a). Since all feedback functions except are of type , the function is often called the feedback function of a Fibonacci NLFSR. We use this name throughout the paper when there is no ambiguity.
In the Galois 1 configuration of NLFSRs, the feedback can be applied from any bit , , to any bit such that , as shown in Fig. 1(b) . Two NLFSRs are equivalent if their sets of output sequences are equal.
Feedback functions of NLFSRs are usually represented in the Algebraic Normal Form (ANF) which is a polynomial in of type where and is the binary expansion of with being the least significant bit. Throughout the paper, we call a monomial of the ANF a product-term. 1 An LFSR in the Galois configuration implements the polynomial division in a Galois field, hence the name. Note that the NLFSR in Fig. 1(b) does not match this classical definition. for . All NLFSRs considered in this paper have singular feedback functions of type (1) where is a Boolean function such that . For the Fibonacci type of NLFSRs, singularity guarantees that the state transition graph of an NLFSR consists of pure cycles, without branches. For the Galois type of NLFSRs, singularity alone is not sufficient to ensure branchlessness. Some extra conditions have to be imposed [1] .
The nonlinear recurrence of order is an expression of type:
where , is the binary expansion of with being the least significant bit, and the sum is modulo 2.
III. PREVIOUS WORK
For LFSRs, there exist a one-to-one mapping between the Fibonacci and the Galois configurations [23] . The Galois LFSR generating the same sets of output sequences as a given Fibonacci LFSR can be obtained by reversing the order of the feedback taps and adjusting the initial state. For example, Fig. 2 shows the Fibonacci and Galois configurations for the generator polynomial . If the Fibonacci LFSR is initialized to the state and the Galois one is initialized to the state , then they both generate the following output sequence with the period 7:
Several other equivalence transformations aiming to improve the conventional LFSRs with respect to different parameters were presented, including [3] , [24] , [25] .
A interesting type of NLFSRs was introduced by Massey and Liu in [26] . Similarly to the Fibonacci NLFSRs, these NLFSRs have a single feedback function which is an arbitrary Boolean function of the state variables . However, the output of is fed not only to the bit , but it can also be added to other bits, namely where
. It was shown in [26] that every NLFSR of this type has an equivalent NLFSR in the Fibonacci configuration. Moreover, the mapping between the two configurations is one-to-one.
A transformation from the Fibonacci to the Galois configuration of NLFSRs was presented in [21] . The knowledge of this transformation is necessary for understanding the result presented in this paper. Therefore, we describe it in details in the next section.
IV. TRANSFORMATION FROM THE FIBONACCI TO THE GALOIS CONFIGURATION
The Fibonacci and the Galois configurations of LFSRs are canonical. For NLFSRs, however, the Galois configuration is not unique. Usually, there are many -bit Galois NLFSRs which are equivalent to a given -bit Fibonacci NLFSR. On the other hand, not every -bit Galois NLFSR has an equivalent -bit Fibonacci NLFSR.
The latter is because, while an output sequence of every -bit Fibonacci NLFSR can be described by a nonlinear recurrence of order [1] , for an -bit Galois NLFSR such a recurrence does not always exist. For example, consider a 4-bit Galois NLFSR with the following feedback functions:
If this NLFSR is initialized to the state , it generates the following output sequence with the period 12:
Note that the pattern 0010 repeats twice. The first time it is followed by 0, while the second it is followed by 1. Therefore, no recurrence of order 4 exists for this NLFSR.
Obviously, to be equal to some Fibonacci NLFSR, a Galois NLFSR has to generate an output sequence which can be described by a nonlinear recurrence of order . It was proved in [21] that a recurrence of order always exists for uniform NLFSRs, defined as follows.
where is a Boolean function such that . We can see that, in a uniform NLFSR, the feedback is taken only from bits in positions not greater than and it is fed only to bits in positions not smaller than . The bit is called the terminal bit. Lemma 1: [21] If an -bit NLFSR is uniform, then there exists a nonlinear recurrence of order describing its output sequence.
As an example, consider a 4-bit Galois NLFSR with the following feedback functions:
This NLFSR is uniform. Its terminal bit is . If it is initialized to the state , it generates the following output sequence with the period 15:
This output sequence can be described by the following nonlinear recurrence of order 4:
A uniform Galois NLFSR can be constructed from a given Fibonacci NLFSR by repeatedly applying the following simple operation.
Definition 2:
Let and be feedback functions of an -bit NLFSR represented in ANF. The operation shifting, denoted by , moves a set of product-terms from to . The index of each variable of each product-term in is changed to .
For example, if we apply the shifting , to the NLFSR in the example above, we get
The following theorem describes a sufficient condition for equivalence of NLFSRs before and after shifting. Note, that it is formulated for subfunctions of the singular feedback functions [see (1) ]. The variable is excluded because its shifting always results in a nonuniform NLFSR. Theorem 1: [21] Given a uniform NLFSR with the terminal bit , a shifting , , results in an equivalent NLFSR if the transformed NLFSR is uniform as well.
Theorem 1 is formulated for shiftings between two feedback functions only. However, it was shown in [21] that any uniform Galois NLFSR can be obtained from a given Fibonacci NLFSR by a finite number of such shiftings.
V. RELATION BETWEEN THE SEQUENCES OF STATES OF EQUIVALENT NLFSRS
In this section, we derive a basic property characterizing sequences of states of two equivalent NLFSRs. This property will be used to prove the main result of the paper presented in the next section.
Let be a state of an NLFSR. We use to denote the value of the function evaluated for the vector . We also use ( ) to denote the function obtained from the function by increasing (decreasing) the indexes of all variables of the ANF of by . For example, if , then and . In order to extend this conclusion to a sequence of states, it remains to show that the resulting can be expressed according to (2) . From we can derive As an illustration, in the first column of Table I we show the sequence of states of the NLFSR described in the example after Lemma 1 (denoted by ) and in the second column of Table I we show the sequence of states of the NLFSR obtained from by the shifting (denoted by ). The initial states of and are and , respectively. According to the Theorem 2, we have , , , and . As we can see, these sequences of states differ in the bit 2 only, which is the terminal bit of . The following property follows trivially from the Theorem 2.
Property 1:
Let and be NLFSRs defined and initialized as in the Theorem 2. and generate the same output sequences.
As an example, consider the sequences of states of NLFSRs and shown in Table I . Since their initial states and agree with the Property 1, both, and , generate the following output sequence with the period 15:
VI. MAPPING BETWEEN THE INITIAL STATES OF EQUIVALENT NLFSRS
In this section, we show how to find the initial state for a Galois NLFSR which matches a given initial state of the equivalent Fibonacci NLFSR. According to the Property 1, at each step , if the NLFSR before shifting is initialized to some state and the NLFSR after shifting is initialized to the state where the bit has the value and all other bits have the same values as the corresponding bits of , then two NLFSRs generate the same output sequences.
Therefore, we can conclude that if is initialized to a state and is initialized to the state such that for each and is defined by (4), then and generate the same output sequences.
Since the functions of a uniform Galois NLFSR depend on variables with indexes between 0 to only, the following property follows directly from the Theorem 3.
Property 2:
Let be an -bit Fibonacci NLFSR and be an equivalent to uniform Galois NLFSR with the terminal bit ,
. If both and are initialized to any state such that for all , then they generate the same output sequences. As an example, consider a 4-bit Fibonacci NLFSR with the following feedback functions:
This NLFSR, called is equivalent to the Galois NLFSRs and from the previous example. The third column of Table I shows its sequence of states. The terminal bits of , , and are 2, 1, and 3, respectively. Therefore, if is used as an initial state of all three NLFSRs, they all generate the following output sequence with the period 15:
VII. CONCLUSION
In this paper, we show how to find the initial state for a Galois NLFSR which matches a given initial state of the equivalent Fibonacci NLFSR.
Many fundamental problems related to NLFSRs remain open. Probably the most important one is finding a systematic procedure for constructing NLFSRs with a guaranteed long period. Available algorithms either consider some special cases [27] , or applicable to small NLFSRs only [5] .
